TAMEEN KASSEM

Toronto, Canada * tameenyt@gmail.com * + 1 (647) 325-9717 « https://www.linkedin.com/in/tameen/
PROFESSIONAL EXPERIENCE
INDEPENDENT CONTRACTOR Remote
Penetration Tester January 2026 - May 2026
COMPANY A (NAME WITHHELD)

Dubai, UAE
o Identified 2 Critical and 2 High severity findings across network and web application attack surfaces using WPScan, Nmap,
OpenVAS, and Burp Suite.

COMPANY B (NAME WITHHELD) Los Angeles, USA
e Conducted a scoped black-box assessment of the public-facing WordPress environment using passive reconnaissance, WPScan , and
Manual testing, identifying an exposed XML-RPC endpoint, unauthenticated user enumeration, and absent brute force protections

enabling credential-stuffing and password-spraying attack paths.

e Authored a formal findings report with CVSS-aligned severity ratings, reproduction steps, business impact analysis, and prioritized
remediation guidance for the Client’s IT team.

e Performed a structured retest after remediation, validating each fix against the original findings and issuing formal sign-off on
confirmed resolutions.

COMPANY C (NAME WITHHELD) Dubai, UAE

Security Operations & Automation Engineer February 2025 - December 2025

e Deployed and operated a SIEM/SOAR stack (Wazuh, Shuffle, TheHive) monitoring 50 endpoints and 10 cloud workloads supporting
the company’s e-commerce operations, establishing centralized telemetry and detection coverage where none previously existed.

e Authored 12 custom Wazuh detection rules mapped to MITRE ATT&CK techniques targeting credential-based attacks, web-facing
threats, and suspicious endpoint execution behaviour.

o Built Shuffle SOAR playbooks that auto-enriched IOCs against OSINT sources and opened structured TheHive cases with mapped
observables and triage tasks, cutting case-creation time from 15 minutes to 60 seconds per alert.

e Tracked remediation through Jira with audit-ready documentation, supporting 200+ investigations end-to-end across the e-commerce
security engagement.

PARTYSOCIAL Dubai, UAE

Network Solutions Consultant October 2024 - February 2025

e Hardened email security by implementing SPF, DKIM and DMARC across Google Workspace, eliminating spoofing attack vectors.

e Performed end-to-end incident response following an email-based intrusion, identifying PowerShell execution artifacts and anomalous
logon activity via DeepBlueCLI and Windows Event Viewer, successfully containing the threat by quarantining the affected endpoint.

LOG IMPACTFUL TECH SOLUTIONS Lisbon, Portugal

Cyber Security Analyst June 2024 - August 2024

e Deployed OpenVAS to scan target networks, tuned results to eliminate false positives, and built a pre-configured VM scanner for
company-wide use with supporting documentation.

COMPANY D (NAME WITHHELD) Amman, Jordan (Remote)

Network Security Analyst May 2023 - May 2024

e Investigated suspicious attachments in sandboxed VMs and performed forensic triage using KAPE, ProcDump, Autopsy and Scalpel
to support investigation of compromised endpoints.

e Analyzed PCAP logs in Wireshark and used Splunk to detect anomalies and investigate persistence mechanisms in compromised
systems.

e Reduced phishing email delivery by 30% through email quarantining, email filtering and sender blocking, tracking each reported event
and remediation action in Jira.

CERTIFICATIONS

BTL1 Gold - Security Blue Team (2025) | Associate Cloud Engineer - Google Cloud (2024) | Security+ - CompTIA (2024)
EDUCATION

UNIVERSITY OF TORONTO; ScHooL oF CONTINUING STUDIES, Cybersecurity Program February - August 2023
UNIVERSITY OF TORONTO; Honours B.A Major in Criminology, Major in Sociology 2017-2022
PROJECTS & AWARDS

HACKTHEBOX LABS - TOP 800 GLOBALLY

Cybersecurity Practitioner February 2024 - Present

e Ranked in the top 800 globally on HackTheBox by solving hands-on labs in vulnerability assessment, cryptography, reverse
engineering, and forensic analysis.

e Completed 20+ end-to-end penetration test simulations in controlled lab environments, identifying issues such as SQL injection, XSS,
insecure deserialization, and buffer overflows, and wrote PowerShell and Bash scripts to automate enumeration and test detection.

INFRASTRUCTURE AS CODE (IAC) - SECURE 3-TIER APP

Cloud Security Project July 2025


https://www.linkedin.com/in/tameen/

e Provisioned a secure 3-tier web application in AWS using Terraform (network, application and database tiers).
e Implemented least-privilege IAM roles, NSGs, and network segmentation.

e Enforced data security with encrypted S3 buckets, RDS encryption at rest, and TLS in transit.

e Added compliance checks with Checkov to scan infrastructure code for misconfiguration before deployment.

SECURE CI/CD PIPELINE

DevSecOps Project

o Built an automated CI/CD pipeline for a containerized FastAPI app using GitHub Actions and Docker.

o Integrated security automation: CodeQL for SAST and Trivy for dependency and image scanning.

e Enforced test coverage thresholds and blocked deployments on high-severity vulnerabilities or failing checks.

® Deployed to staging and production on Cloud Run using OIDC-based authentication to avoid long-lived service keys.

TECHNICAL SKILLS

June 2025

o SIEM & Detection: Splunk, Wazuh, DeepBlueCLI

e Incident Response & Forensics: Autopsy, KAPE, PECMD

o Network & Penetration Testing: Wireshark, Burp Suite, Nmap, Metasploit, PowerShell, Bash
o Cloud & DevSecOps: AWS, GCP, Terraform, Docker, GitHub Actions, Trivy, Checkov



